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Foreword

API security is not a new problem. APIs and their vulner-
abilities have been around a long time. What is new is 

the volume of APIs that are now being created at lightning 
speeds. Thanks to this staggering increase in adoption, secu-
rity is struggling to keep up, and APIs are increasingly featured 
in breach headlines and becoming top of mind for security 
professionals.

However, the rapid increase in numbers is not the only fac-
tor leading to risk and breaches. Some of what makes APIs 
so attractive from a business perspective also makes them 
vulnerable. Their ease of integration, multi-use components, 
and advanced automation can lead to unauthorized access to 
capabilities, information disclosure, functional abuse, denial of 

attacks are not new, either. They’re similar to attacks against 

and more challenging about API security? According to our 
recent conversations with customers, it’s the following:

Lack of visibility and awareness — This is a huge factor. 
Organizations know they have a lot of APIs, but they don’t 
know how to discover or inventory them all. Most have an 
assortment of APIs sitting behind various gateways, some 
with no schema attached, or some that have been essentially 
orphaned after long periods of development. This is a hard 
problem for security teams to get their hands around. 

Accountability for acceptable API usage — 
Organizations struggle to understand who is using their 
APIs and what constitutes acceptable usage — things like the 
amount of information APIs should provide, how they provide 
it, and the necessary levels of authentication and authorization 
are often a mystery. 

Sophisticated, multi-step attacks — Because of a lack of 
visibility, a lot of attacks now focus on APIs, and they are not 
easy to detect. It’s challenging to identify abnormal behavior 
related to APIs without the right technology with correlation 
capabilities to identify modern attacker techniques. 



Complex, bot-based attacks — Complicating everything 
is the fact that API attacks are increasingly bot enabled. 
Attackers can now distribute loads across large numbers 
of bots — often tens to hundreds of thousands — to build 
complex, bot-based attacks aimed at manipulating API 
functionality. 

These are big challenges and addressing them isn’t simple. 
This book is a good place to start. We’re thrilled to play a role 
in its development and think that organizations looking to 
understand the scope of the API security problem and key 

a valuable and practical handbook. 

Bret Settle 
 

ThreatX



Introduction

The world runs on APIs. Every modern software applica-
tion uses  an API. The explosive growth of APIs, 

fueled by accelerated digital transformation initiatives, has 
surpassed security’s ability to protect these valuable applica-
tions. Unfortunately, attackers know this only too well. 

APIs are not easy to protect. By their very nature, APIs expose 
application logic and sensitive data. Attacks can look like 
legitimate user behavior. Also, attackers can combine a variety 
of evasion techniques and attack methods to bypass traditional 
security controls. 

Protecting APIs is critical for safeguarding valuable business 
assets and preserving the organization’s ability to rapidly inno-
vate. And sophisticated attacks require sophisticated solutions, 

Chapters at a Glance
Chapter 1, “Understanding APIs,” discusses what APIs 
are, why the API economy is exploding, and the risk associated 
with this growing threat landscape. 

Chapter 2, “Exploring the State of API Security,” 
reviews the security measures organizations have in place 
today to protect their APIs. 

Chapter 3, “Deconstructing API Attacks,” outlines 
how attackers leverage various evasion techniques and attack 
methods to go undetected.

Chapter 4, “Protecting APIs Is Hard,” describes the 

against attacks in real time. 

Chapter 5, “Solving API Security Challenges,” explores 
how attacker-centric behavioral analytics enables real-time 
API protection. 



Chapter 6, “Evaluating API Protection Solutions,” 

solution.

Helpful Icons
TIP

Tips provide practical advice that you can apply in your own 
organization.

When you see this icon, take note as the related content 
contains key information that you won’t want to forget. 

Proceed with caution because if you don’t it may prove costly 
to you and your organization.

Content associated with this icon is more technical in nature 
and is intended for IT practitioners.

Want to learn more? Follow the corresponding URL to 
discover additional content available on the web.



Chapter 1

Understanding APIs
In this chapter

•   Learn what an API is
•   Explore the API economy
•   Tour the risk landscape

APIs are everywhere in the tech world. You hear about 
them. You read about them. Your organization creates, 

uses, and shares them. And now you need to somehow protect 

takes a close look at APIs to help you understand what they are 
and why they’re taking over the digital world.

The Foundation of Digital 
Transformation

computing.

What is an API?
An application programming interface (API) is an application 

-



adopted, which increases complexity and compliance require-
ments. Some APIs are used in server-to-server connections. 
However, APIs are more commonly used as the back end to 
mobile apps or web user interfaces. Developers often use them 
to achieve feature parity between web and mobile versions of 
the same application.

: An API enables software components to communicate.

APIs are a big deal because they make it easy to integrate and 
connect disparate systems. Prior to APIs, the incompatibilities 

these issues and enable any two separate software compo-
nents to communicate — regardless of their platforms, data 
structures, or underlying technologies.



As a result, APIs enable employees, consumers, and busi-
nesses to instantaneously connect to the information and 
services they need — anytime, anywhere. This ability to seam-
lessly connect and share data among multiple applications 
opens the door to a whole new world that can be summed up 
in two words: .

The API economy
APIs give organizations the ability to expose their digital 
services and assets in a controlled way, enabling them to 

lines of revenue. Consequently, APIs play a critical role in the 
digital solutions that impact an organization’s bottom line. 
Companies accelerated their API adoption during the COVID-
19 pandemic as they looked for new ways to deliver data to 
customers and create new revenue streams, further spurring 
the growth of the API economy.

The API economy refers to business models and practices 
designed to enable the secure exchange of data. The API 

monetizing their data and services. But they can also increase 
the bottom line in indirect ways, for example, by improving 

Companies are creating entire business models around their 
APIs, turning their organization into a platform. This isn’t 
another empty marketing term.

Take Uber as an example. The platform leverages an API for 
Google Maps (which is a discrete go-to application in its own 
right) to send location data and directions to Uber drivers.

Whether your company has created an entire business model 
around its APIs or not, chances are good it is an active partici-
pant in the API economy, as explained in Figure 1-2.



: The API economy has many facets.

It’s all about time to market
Developers are under constant pressure to get code out 
the door, and APIs help make that happen. APIs provide 
developers with a fast, highly modular way to add capabilities 
to their applications. The reuse of APIs helps facilitate rapid 
development by eliminating the need to build out common 
functionality from scratch. For example, Uber could have 
spent years building out its own mapping service – assuming 
it had the resources to do so. By integrating with Google Maps, 
Uber can leverage what Google’s already achieved and focus 
on its own value-add.

As I mentioned earlier, APIs are a big deal because they 
facilitate systems integration. Developers use APIs to connect 
services and transfer data, allowing users to access the same 
data across multiple solutions. APIs can also automate repeat-

APIs provide an adaptive way to work with mobile devices and 
cloud applications. At the end of the day, though, it’s all about 
time to market. APIs enable DevOps teams to quickly deliver 
new services and capabilities.



Introduction to API Protocols

-

RESTful APIs
-

-

OpenAPI

-

GraphQL

-

gRPC

-

SOAP API

-

The Risks APIs Pose
As a security professional, you know very well that every 

many opportunities, APIs bring their share of risk – and it’s 

A growing landscape
The size and scale of the API threat landscape cannot be over-
stated. Nearly every modern software application uses or an 
API. Consider Gartner’s recent statement that “By 2021, 90% 
of web-enabled applications will have more surface area for 



attack in the form of exposed APIs rather than the UI, up from 
40% in 2019.” (Source: Gartner®, “Gartner’s API Strategy 
Security Model,” Saniye Alaybeyi, Mark O’Neill, Refreshed 27 
April 2021, Published 22 October 2019.)1

No industry is immune to API-based attacks. Any company 
that uses APIs is at risk. And these aren’t proof of concept 
attacks carried out in a research lab. Large enterprises and 
government agencies – the likes of Venmo, Peloton, Facebook, 
GitLab, and the U.S. Postal Service – have experienced secu-
rity breaches that were the result of unprotected APIs.

An unknown landscape
The growth of APIs is not only rapidly expanding the attack 
surface, but it’s also making it more unknown and ambiguous. 
It’s challenging to secure something you don’t know about, 
and the API landscape is littered with unknown and 

APIs.

Rogue or shadow APIs are APIs that exist outside of an 

processes. Let’s say a developer needs to quickly stand up an 
API to resolve an immediate problem or develop a proof of 
concept. This API may be “cowboyed” into production outside 

no vulnerability scan, no consultation with security architects, 
no Layer 7 protection. In short, no checks and balances. Now 
you have an API that is not in your API schema. The rogue API 
is snuck into production and represents a new and unintended 
attack surface.

Zombie APIs are the APIs that time forgot. These are APIs 
that were previously valid and approved but were eventually 
abandoned or replaced by newer versions.

Let’s say a development team is doing canary deployments. 
They create an API that is valid and approved, and a client 
repeatedly calls it. The development team creates API version 

team watches version 2 to see if there are any problems and, 



version 1 may still be out there. Its useful life is over, but it has 
not been deprecated, resulting in a zombie API, as illustrated 

: Zombie APIs are replaced but not deprecated.

Why attackers target APIs
We know that attackers go where the greatest opportunity lies. 
Given the huge size of the API landscape, we can logically con-
clude that APIs have caught attackers’ attention. But there’s 
more to it than the sheer quantity of opportunities.

Traditional forms-based web applications were discrete appli-

abuse application functionality. That’s not the case with APIs.

By their very nature, public-based APIs expose application 
logic and (potentially) sensitive data such as personally identi-

actual user to abuse and exploit legitimate application func-
tionality – no fancy tools or techniques required. (That doesn’t 
stop them from using an arsenal of tools and techniques, how-
ever. I’ll explain more in Chapter 3.) Here are some examples:



  If a web application invokes an API via JavaScript, 
an attacker can simply use a browser’s “view source” 
capability and monitor the network requests made 
by the script.

  An attacker can submit invalid data to an API until 
something breaks.

  An attacker can catalog system objects, often by 
their JSON representation, and gain access to 
objects that they shouldn’t be allowed to.

It’s easy to see why APIs are a prime attack target: there’s a lot 
of them, and the data is right there for the taking.

Compliance issues
Just a quick word on compliance before we move on to 
what your developers are and aren’t doing to protect APIs. 
Regulators and standards bodies haven’t quite caught on to 
the severity of API risk. But that doesn’t mean they won’t. If 
the scale and scope of API risk don’t drive organizations to 

likely do so.



Exploring the State 
of API Security

•
•

•

APIs are abundant, and they present a clear and present 
danger (hat tip to Tom Clancy). So, what is your orga-

nization doing about it? Let’s peek inside the development 
process to assess the controls that your organization likely has 
in place.

Existing API Security Measures
The rapid growth of APIs has outpaced the industry’s ability 
to protect these assets, and that’s evident by the technologies 
organizations are using to secure their APIs.

API management
Developers frequently use an  to create and 
deploy APIs. API gateways focus on the operational aspects 
that keep APIs running properly. An API gateway sits between 
a client and a collection of backend services. When a client 
makes a request, the API gateway breaks it into multiple 
requests, routes the requests to the right places, and produces 
a response for the client. API gateways cover a variety of oper-
ational tasks such as controlling access, translating a RESTful 
request to SOAP, or elastically scaling resources if a spike in 



API operations management includes:

  Managing known APIs

  Authenticating API calls

  Authorizing API use cases

  Monetizing APIs

API gateways do provide some form of API security. However, 
the add-on security functionality is very limited and lacks 
the depth and breadth needed for adequate protection. The 
security is there because API gateway providers recognize 
the need, but you don’t buy an API gateway for its security 
functionality.

API gateway security features include:

  Authentication and encryption

  Rate limiting

  Transaction logging

  Runtime governance policy

: As point API gateway solutions accumulate, the attack surface 
grows.



Organizations commonly use multiple API gateways. Major 
cloud providers like Amazon Web Services (AWS), Microsoft 

as organizations expand into hybrid and multi-cloud deploy-
ments, the point solutions accumulate and the attack surface 
grows, as illustrated in Figure 2-1.

Each API gateway operates in isolation. An AWS gateway has 
-

ther one has visibility into the other. Using multiple gateways 
increases operational overhead and the risk that policies are 
inconsistently applied.

: Traditional security controls and API gateways leave an API 
security gap.

Application security scanning
To assess API security pre-production, mature development 
teams use scanning solutions to run static application security 
testing (SAST) and dynamic application security testing 
(DAST) against compiled object code. SAST looks at the 
internal structure of the application without executing the 
program. It scans the source code, byte code, or application 
binaries for vulnerabilities. DAST runs while the application 
is operating and tries to manipulate it to uncover security 
vulnerabilities that expose the application to an attack. Both 
SAST and DAST are important components of an application 
security program, as they enable developers to remediate criti-
cal vulnerabilities before APIs are deployed into production.



There is, however, one very big caveat: SAST and DAST 
scanners only detect  vulnerabilities, which comprise a 
small portion of API security risk. Remember, as I explained 
in Chapter 1, APIs by their very nature expose application 
logic and sensitive information. A known vulnerability isn’t 
necessary to exploit an API. Furthermore, a SAST or DAST 
scanner can’t detect what appears to be legitimate user behav-
ior executed by attackers in production code.

A  has become a standard 
security technology for many organizations nowadays. Legacy 
WAFs are static, rule-based solutions. They look at individual 
ingress transactions and make crude, simple decisions — good 

injection, cross-site scripting (XSS), and cross-site request 
forgery (XSRF). However, discrete attacks make up only a 
small portion of API attacks. I’ll explain this further in 
Chapter 3.

Key API Security Considerations 
for Developers

-

-

-

-

-

-



Common API Security Issues

APIs are built by developers and developers are human. 
Humans don’t always follow established processes and some-
times they simply make mistakes.

Lack of schema
An describes the operations of a RESTful API 
and provides instructions for developers on how to interact 
with the API. A schema is metadata, that is, data about data. 
A schema is supposed to make integration between platforms 
easier for developers. Developers validate schemas to ensure 

readable.

However, the majority of currently deployed APIs are RESTful 

used to map an API’s endpoints, input/output parameters, 
and authentication methods. GraphQL, gRPC, Kafka, and 

terms of specifying how the API should be used.

Remember that I said API schemas show developers how 
to interact with an API? Well, that’s true — as long as the 
organization consistently manages and maintains its schemas. 

old lack of security hygiene can all impact schema compliance.

-



Vulnerabilities in APIs
As applications coded by human developers, APIs are subject 
to vulnerabilities. In fact, APIs have their very own top 10 list 
published by the Open Web Application Security Project 
(OWASP) Foundation. The OWASP API Top 10 (outlined in 
Figure 2-3) serves as an addendum to the foundation’s list of 
common web application vulnerabilities, the OWASP Top 10. 
But while the OWASP API Top 10 is a step in the right direc-
tion, API vulnerabilities and the attacks used to exploit them 

: The OWASP API Top 10 is an addendum to the 
OWASP Top 10.

In the previous chapter, I explained that APIs are not discrete 
like a traditional web application. Well, neither are their 
vulnerabilities. Developers tend to create APIs in isolation, 
without visibility into how one API impacts another or how 
they can be used to escalate an attack. And that’s exactly what 
attackers do. An individual API may present low risk, but 
when used in combination with other APIs, it becomes part 



of a larger vulnerability. Attackers chain the vulnerabilities 
together to create an exploit.

Many of the most common API vulnerabilities are related to 
-

based on assumptions about the clients interacting with it. 
This leaves application functions or API calls available to any 
attacker who steals the API keys or – worse – who discovers 
an API that doesn’t require keys.

-
tion requirements, they may violate the  

 by granting API clients access to more data and 
application functions than necessary. They’re not doing this to 
make your job harder. Rather, it’s to make their job easier.

The practice of violating the principle of least privilege stems 
from the well-meaning intention to present information as 
completely as possible and to future-proof an API, making it 
applicable for applications that weren’t originally envisioned 
at the time of development. It’s much easier and faster to 
reuse an API than it is to develop a new one. However, provid-
ing access to more information than absolutely necessary for 
the given use case presents a fair amount of risk. The data 
returned via the API can represent an information leak or 
otherwise function as an attack vector.



A Secure API Development Checklist

-

-

• 
-

• 

• 

• 

• 

• -

• 

-

• 

• 
-

-



Deconstructing 
API Attacks

•
•
•

Over the last couple of decades, attackers have built up 
a sizeable arsenal of tools, techniques, and knowledge 

related to common technology stacks and security controls. 
They put all these resources into play when attacking APIs. As 
a result, threat actors are more innovative, and their attacks 
are more advanced, than ever before.

API Attacks Are Sophisticated
API attacks aren’t one-and-done, but are complex, multi-step 
processes, often involving large-scale botnets and denial of 
service techniques. Attackers take their time, methodically 
sizing up the target and strategically avoiding detection by 
using multiple tools and techniques that aren’t easily recog-
nized by traditional defenses. You can think of an API attack 
as an advanced persistent threat on steroids.

Step by step
API attacks are commonly spread out over several coordinated 
steps, which individually appear innocuous. And because 
attackers often attempt to abuse the business logic of an 
application, their input isn’t obviously malicious. These multi-



step attacks can be very hard to detect as attackers build upon 
earlier reconnaissance and information leaks. The attacks 

individually.

Evasion techniques
When not mimicking normal API behavior, modern attackers 

so they use evasion techniques to bypass traditional security 
controls.

One form of evasion is the use of an anonymizer to mask the 
attacker’s location. However, anonymizers are relatively easy 
to detect, so attackers take it a step further by impersonating a 
legitimate user with false user agent information. Imagine, as 
an example, that a Russian attacker spoofs a location to 
appear to come from the United States. Most security solu-

address. Attackers know this, so they use multiple IP 
-

detection, but it also helps them determine defense 
thresholds.

Attackers use many other evasion techniques as well. Further, 
when they combine evasion techniques with various attack 
types, they make it nearly impossible for a signature-based 
security solution to identify every combination.

Misdirection
Like a magician, attackers are experts at the art of misdi-
rection. They draw attention over  so that the target 
doesn’t notice what’s going on over . Ransomware and 
distributed denial of service (DD0S) attacks are favorite 
forms of misdirection. While the security team is occupied 
with shutting down the attack and restoring service, attackers 
interleave the “real” attack against other assets.

Unfortunately, this is no magic show. Security teams can’t 

assuming they discover the other attack at all. These blended, 



why they so often succeed. Security teams are left playing a 
never-ending game of whack-a-mole while trying to proac-
tively shore up their security.

Militarized attack patterns
Let’s imagine you’re responsible for security at a regional 

to a damaging API attack. Your board of directors is relieved 
– if attackers are focused on the big guy, then they couldn’t 
possibly care about your small organization – or do they?

Companies or organizations within the same industry are, in 
fact, at risk of getting caught by the same attacks. The reason 
is simple: organizations within the same vertical often use 
the same software and are therefore susceptible to the same 

use the knowledge to attack others that deploy a similar tech 
stack.

Low and slow
Attackers play the long game. They understand where the trip-
wires are and how much pressure they can sustain before an 
alarm sounds. Attackers often spend months or more poking 
around the edges of an organization to see what the thresholds 
are. As a second phase, they’ll meter their attack to come in 

Malicious bots

more dangerous by using botnets to automate their activities. 
With botnets, attackers can use multiple IP addresses (some-
times tens of thousands), making the attack that much harder 
to identify. And bots can mimic human behavior, so they look 
very much like normal usage of the API. Attackers use bots for 
everything from general scanning and reconnaissance to 
attacks like scraping proprietary pricing information from web 
storefronts.



Because some bots are not malicious, coarse-grained mitiga-
-

mate users. Furthermore, advanced bots that use headless 
browsers or impersonate legitimate users can easily bypass 
agent-based detection and fool legacy WAFs and web applica-
tions into thinking that the attacking bots are legitimate 
human users.

: Malicious actors combine multiple attacks techniques 
when exploiting APIs.



Types of API Attacks

-

-
Broken 

object level authorization (BOLA) 

-

API DoS and DDoS -

-

The Problem with Legacy WAFs
Now that you understand the complexity of an API attack, let’s 

mentioned in the previous chapter, legacy WAFs provide min-
imal protection against API attacks.

Because API attacks are typically spread out over several coor-
dinated steps, they can only be recognized when these steps 
are looked at together. However, the rules in most traditional 
WAFs are written based on individual events. The WAF looks 
at each inbound request and tries to match it to a known 
signature. Most OWASP-type signatures, for example, look 
for an exact expression match within a request — and it either 
matches or it doesn’t. A multi-step, automated attack makes it 

-
out causing false positives or writing hundreds, sometimes 
thousands of rules. A traditional WAF can’t protect against 

malicious activity if it looks like a normal request.



Putting It All Together: The Progression  
of an Attack

-

-

-

-



Protecting APIs Is Hard

•
•
•

At this point, you’ve probably concluded that protecting 
your APIs isn’t going to be easy – and you’re right about 

that. But it’s not impossible. You need to get over a few chal-
lenges – and this chapter can help.

Finding All of Your APIs
As a security professional, you know this mantra well: you 
can’t protect what you can’t see. Well, guess what? The attack 

-
ably realize.

The proliferation of APIs across a distributed infrastructure 
inevitably leads to . Organizations often don’t 
know how many APIs they have or how they’re utilized. Some 
of those APIs may be known – that is, they were created and 
are managed via established processes – but organizations 
often have a host of unknown APIs as well.

Some APIs are never known in a formal sense because they 
exist outside of security and maintenance processes. Maybe a 
developer was resolving an immediate problem or developing 
a proof of concept for a larger project and quickly deployed a 
new API endpoint to get the work done.

It can be tempting to worry about API security and mainte-
nance later. Thus, you end up with rogue or shadow APIs. 



-
cation, no one knows how these APIs are supposed to be used 
or that they even exist.

Similarly, building the next piece of code or revenue-generat-
ing application can take priority over sunsetting or deprecat-
ing old APIs. Zombie APIs were previously valid and approved 
but were eventually abandoned or replaced by newer versions. 
Sometimes these old APIs are intentionally left in production 
to support legacy versions of an application. But if zombie 
APIs aren’t properly removed, they can leave organizations 
with outdated, vulnerable points that attackers can exploit.

of environments and tools. Developers stand up APIs behind 
multiple gateways (and sometimes no gateways) due to dif-
ferent deployments across multiple cloud and on-premises 
environments.

Bottom line: you have more APIs than you think – and you 
need to protect them all.

Visualizing the Risk to Your 
API Attack Surface

Once you have an inventory of all your APIs, you need the 
ability to understand how each endpoint is being utilized. 
Everything from failed authentication calls to unexpected 
methods and parameters can be used to focus detection 

TIP Adding visibility to attack data allows you to better under-
stand which APIs are being targeted and what techniques are 
being used. Cumulatively, this additional insight allows you to 
understand the relative risk for your APIs and where you 

tools and/or addressing potential underlying code issues.



Detecting and Blocking 
Real-time Attacks

Organizations must be able to detect and block attacks in real 
time, and this isn’t easy to do. It requires real-time scanning 

-
mance. Because attackers use everything in their arsenal while 
exploiting legitimate application functionality, it requires 
sophistication to detect tactics such as:

  The distribution of attack steps across multiple IP 
addresses

  
  API DoS and DDoS attacks

  Sensitive data disclosure mining

  Exploiting authorization/authentication 
vulnerabilities

  

didn’t know existed.

It may seem obvious, but it’s worth stating that the ability to 
analyze and block an attack in real time requires a tool that 

data over to another system like a traditional web application 

Simply blocking the OWASP API Top 10 vulnerabilities won’t 

of new paths to the back end of an application, and in many 
cases, these paths could even be east-west connections 
between modules and microservices.

protocols like JSON. Your organization needs visibility into 



protocols. Otherwise, even the threats in the OWASP API Top 
10 will pass you by.

: Signature-based attacks are just the tip of the 
iceberg.

Exposing Insights to Enable 
Attack Forensics

Vendors that rely on rules-based blocking (and that’s most of 
them) aren’t doing their customers any favors. Not only is it 

but they don’t provide enough information during a major 
attack to enable organizations to respond quickly. Without 
adequate information, teams can’t build policies to protect 
themselves.

While these products may reduce security risk for basic 
attacks, they don’t do anything to improve an organization’s 



security posture. So, you’re essentially running on a treadmill, 
dodging attacks here and there but never making any progress 
in reducing your overall risk.

should be a concern and if it dictates additional security mea-
sures or hardening. Security teams need to understand the 
level of sophistication and characteristics of attackers. They 
need insights to answer questions like:

  Are attackers executing high-volume (spray and 
pray) or low and slow attacks leveraging highly 
targeted techniques?

  How persistent and perseverant are the attackers?

  Are certain APIs more vulnerable due to external 
interest, poor security hygiene in development, or 
highly vulnerable technologies?

  Are peer organizations seeing similar attack patterns 
and techniques, too?

All this data can be used to improve the organization’s security 
posture by helping teams make better-informed decisions 

risk.

Assessing and Enforcing 
API Schema Compliance

can be utilized. There’s just one caveat: developers must 

developers don’t follow the schema, or a schema doesn’t exist 

expectations.

Ideally, organizations should have a way to assess and enforce 
API schema compliance to help with their API protection 

-
ery capabilities to inventory their APIs and then assessment 
capabilities to compare those APIs against either a schema or 
a customized format.



IT Team Gets Nights and Weekends Back 
with ThreatX at the Helm
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Solving API Security 
Challenges

•

•
•

Ccomes to API protection. Organizations need a solution 
that is as sophisticated as the attacks they’re trying to protect 
against. Fortunately, just like attackers, organizations can 
have an arsenal of their own.

The Foundational API 
Protection Capability

Using advanced technologies like machine learning (ML) and 

their own game.

Attacker-centric behavior analysis
API protection begins with 

behavior across multiple attack vectors to identify threats 
more precisely. By tracking and analyzing the behavior of 
attackers in real time and over time, organizations can obtain 
a much more comprehensive and precise view of risk – both 
immediately and through low and slow attacks over time.



TIP Using attacker-centric analysis, an API protection solution can 
pinpoint malicious behavior, identify the type of threat that’s 
causing the problem, and determine who/what needs to be 
blocked in real time. The solution can track the progression of 
an attacker or a campaign across the kill chain and identify 
techniques, tools, and procedures (TTPs). This level of behav-
ioral insight provides the most comprehensive defense against 
API attacks.

-

API Protection in Action
As the foundation of API protection, attacker-centric behavior 
analysis addresses the challenges and requirements outlined 
in Chapter 4 to provide a holistic solution. Let’s take another 
look at those capabilities within the context of attacker-centric 
behavior analysis.



API discovery

ensure that the system has all the potential pieces of an attack 
puzzle and can therefore make accurate decisions. That real-

zombie APIs across a distributed infrastructure, behind any 
API gateway.

But that’s not all! Analytics can also identify which endpoints 
are no longer used, and which clients are still actively using 
old endpoints. As part of the discovery, the system can gather 
key metrics such as request counts, methods, parameters, and 
error codes, plus how APIs are utilized and how they’re being 
invoked.

Visibility of the attack surface

data. This data can be used to visualize the entirety of the API 
attack surface and observe the utilization of APIs both in real 
time and over time.

The data can also be presented via a dashboard that provides 
a centralized view of how and where APIs may be deployed. 
In addition, the dashboard can highlight the most important 
data, including:

  endpoints with potential vulnerabilities

  
  malicious attackers, the techniques they utilized, 

and what they targeted

  prioritized issues with visualizations that convey risk 
levels

Detecting and blocking attacks
An attacker-centric approach to identifying and correlat-
ing activity makes it possible to identify API threats more 
precisely and to understand the context behind them. Security 



teams gain the insight to monitor and block suspicious behav-
ior and mount a more holistic defense. Analyzing behaviors 
from multiple vantage points enables organizations to block 
a suspicious entity without relying on a single event or attack 
signature – but there’s more to it than that.

Risk scoring
Attacker-centric behavioral analytics gives organizations 

for adaptive enforcement and action in which attackers are 
systematically confronted to understand their intent and gain 
further insight into the risk they pose.

Continuously monitoring attacker behavior and correlating 

increases or decreases based on the attacker’s behavior. You 
can see and respond to attack patterns over time and adjust to 
the attacker’s behavior with the following tactics:

  — The 
ability to transparently present challenges and 
data-gathering techniques to determine human 

addresses.

  Active deception — The ability to transparently 
present atypical objects and responses to tempt 
attackers into revealing themselves.

  Tarpitting/rate limiting — The ability to 

suspected of malicious intent (DD0S, data leakage 
exploitation, etc.)

You can also block suspicious entities and IP addresses when 
behaviors surpass an acceptable risk threshold.

blocking modes that are designed to block malicious requests 
and deter suspicious entities from attacking a site, while 

can also reduce false positives. For example, because an IP 
address currently exhibiting suspicious or malicious behavior 



may later be reassigned to a legitimate user, each entity can be 
allowed a certain number of opportunities to exhibit question-
able behavior before they’re permanently blocked.

Valuable insights for forensics
With the abundance of data generated via attacker-centric 
behavior analysis, organizations can glean valuable insights 
for forensics. An API protection platform can identify key 
attributes of an attack, such as attack patterns over time (e.g., 
low and slow), the use of advanced evasion techniques, and 
details on the attack target. These insights allow security 
teams to understand the goals and nature of a threat, in turn 
enabling them to adopt a more comprehensive security strat-
egy that reduces future risk.

Enforcing API schema compliance
As I mentioned in Chapter 2, organizations often struggle to 
consistently manage and maintain API schemas. The best 

TIP

implementation, it’s also a great way to evaluate API utiliza-

best indicators of malicious activity is attempted misuse of an 
API. Attackers are constantly probing API endpoints to iden-
tify any number of vulnerabilities that can be exploited. 
Comparing actual utilization against what’s expected is one of 
the best ways to identify malicious users and their techniques. 
Given that many sophisticated attacks are distributed across 
hundreds, if not thousands, of IP addresses, detection often 
requires complex behavior analysis, and mitigation calls for 
tight coupling of this analysis with blocking capabilities.



Global Restaurant Chain Beats Attackers 
at Their Own Game
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Evaluating API 
Protection Solutions

•
•

•

APIs are under siege, and API gateways and legacy tech-
nologies are not designed to protect against complex, 

multi-step, high-volume attacks. Organizations need an API 
protection solution that matches the sophistication of these 
attacks and leverages a holistic approach to detection and 
response.

10 Criteria for an API 
Protection Solution

-
nologies that deliver a highly accurate, reliable, and complete 
approach to protecting applications against the full breadth 
of security threats. Here’s what you need to think about when 
evaluating API protection solutions.

Behavioral analytics
As I explained in Chapter 5, attacker-centric behavioral 

-
tively stopping API-based attacks. Attacker-centric behavior 
analysis enables organizations to uncover the entirety of an 



attack – not just what attackers want you to see – so that you 
can protect and defend on all fronts. A solution that leverages 
attacker-centric behavior analysis can also identify and track 
malicious identities even as traits such as IP addresses and 
user agents change.

discovery capabilities. Look for a solution that automatically 

responses to indicate operational health. This will ensure that 
APIs are continually protected, including those that develop-

APIs that have been deployed and zombie APIs that need to be 
deprecated.

In addition, look for a solution that helps facilitate schema 
compliance. This capability enables organizations to compare 

gaps exist so that they can work to mitigate them. It also 
makes it easier to identify whether an API call is legitimate or 
malicious.

Integrated, real-time 
detection and blocking
API protection must deliver active, integrated, real-time 
attack blocking – before damage is done. Immediately upon 
detecting a threat, the solution should block it. (Note: API 
observability  equal real-time protection.) And yet 
you’ll likely come across solutions that essentially serve as 
anomaly detection tools, feeding data to another tool, such as 
a WAF, for blocking. This arrangement not only precludes 
real-time capabilities, but it also presumes that static rules 

suspicious IP address, but attackers know this and will morph 
the attack accordingly.



Fully managed policies, attack 
defense, and threat analysis
A holistic API protection solution does much more than iden-
tify and block attacks. It provides the policies, attack defense, 
and threat analysis required to proactively improve your 
security posture and reduce your overall risk. For example, 
a modern protection platform provides virtual patching, a 

vulnerabilities and exploits that can be completed in hours or 
even minutes.

Complete visibility
Visibility is table stakes. Look for an API protection solution 
that provides real-time visibility into all the threat activity 
your APIs face. An attack dashboard should visualize both 

teams to drill down into the data and perform deep inspection 
of attacking entities and responsive actions taken by the 
solution.

Flexible deployment options
Given the complexity and ever-changing nature of today’s IT 

allows you to deploy images in the cloud or on premises. 
Whether you’re managing the deployment yourself or the pro-
vider is hosting it, make sure the provider can deliver visibility 
and protection across a heterogeneous environment.

TIP An API protection solution is normally deployed on the net-

most of the risk lies. However, consider a solution that can 
-

tect private APIs. Even here, you need the ability to block traf-

another solution.

DDoS and bot detection
Distributed denial of service (DD0S) and bots come standard 
with most API attacks. They should therefore be addressed 
by an API protection solution. Look for a solution that uses 



multiple detection techniques and a combination of auto-
mated challenges, IP interrogation, and tarpitting to ensure 

are mitigated quickly and appropriately without impacting 
valid users.

Integrated application protection
Attackers don’t operate in silos – attacking discrete portions 
of an application but not others. Likewise, API protection 
should extend to the broader application portfolio, eliminating 
the need for yet another point solution. Look for a solution 
that is built to protect your web applications and your APIs 
from all threats.

Agentless deployment
It’s time to say goodbye to agents. They’re simply too cumber-
some for today’s highly dynamic, distributed IT environments. 
Look for an API protection solution with an agentless deploy-
ment. This will support AppSec and DevOps teams without 

that there is no need to disrupt either your applications or 
your operations. Deployment is fast and provides complete 
coverage with no downtime.



Glossary

account takeover: a form of cyberattack in which the 
attacker gains unauthorized access to a user account and lever-
ages it to commit fraud or steal data.

active deception: the ability to transparently present atypi-
cal objects and responses to tempt attackers into revealing 
themselves.

API gateway: a software tool used to manage API operations, 

application programming interface (API): an applica-
tion that enables two or more software components to com-

and protocols.

attacker-centric behavioral analytics:
and correlation of attacker behavior across multiple attack 
vectors to identify threats more precisely.

broken object level authorization (BOLA): A common 
and simple authentication and authorization attack in which 
the attacker attempts to access insecure objects by manipulat-
ing identities or other parameters.

 a type of cyberattack in which stolen 
account credentials are systematically tried against other user 
accounts to gain access.

GraphQL: an open-source data query and manipulation lan-
guage and server-side runtime for APIs developed by Facebook 
as an alternative to RESTful APIs.

Google Remote Procedure Call (gRPC): an open-source 
remote procedure call (RPC) system developed by Google that 
runs in any environment and generates cross-platform client 
and server bindings for many languages.

the ability to trans-
parently present challenges and data-gathering techniques 
to determine human versus non-human users and create an 



OpenAPI:

OWASP API Top 10: 

principle of least privilege: 
-

RESTful API: 

rogue APIs: 

schema: 

simple object access protocol (SOAP) API: 

tarpitting/rate limiting:

zombie APIs: 
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