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Phishing websites, also known as spoofed websites, are a very common deception tactic that attac kers now rely on
to obtain a person’s login credentials to a legitimate website. The operation, commonly known as credential theft
is simple: send unsuspecting recipients an email spoofing a trusted brand and persuade them to click on a link that
subsequently takes them to a login page where they will be asked to enter their username and password. Once
completed, attackers have the information they need to login to a real account and commence with illegal activity,
such as c redit card fraud, data extraction, wire transfers and mo re.

Why people struggle to identify f&ke
websites/login pages

The success of phishing websites can best be explained by the psychological phenomenon first discovered in the
early 1990's known as inattentional blindness. Defined as an individual failing to perceive an unexpected change in
plain sig ht, inattentional blindness became an i nternet sensation in 2012 when a video posted asking vi ewers how
many white shirted players passed a ball. Intently focused on the task at hand, mo re than 50% of the vi ewers failed
to recognize a woman in a gorilla suit in the middle of the pi cture.

Recognizing the perils of inattentional blindness, adversaries have begun to see the importance of creating attacks
that deceive the human brain in addition to defeating technological controls. Yet there are often clear indicators
within phishing websites that can help p eople ide ntify fake URLS should th ey know what to look for.

After Analyzing more than 50,000 fake login pages during the first half of 2020 here are some of the most creative
attempts at trying to lure victims c redentials for nefarious pur poses.
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Sign in
|E-*'§ phone, or Skype

Mo account? Create one!

Can't access your account?

Sign-in options
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a5 Microsoft

Select your email provider

You have received a secure link to:

mme [nvoices & Remittance Advice

To view the secure document, please click the

lego of your email provider below to login.
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Office GoDaddy «
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Verify Your ldentity

Youve received a secure link to:
T5% review

To open this secure link, we'll need you to enter
the email that this item was shared to.

Enter email @

By clicking Next you allow TWINSTEPS Architecture to
use your email address in accordance with their privacy
statement. TWINSTEPS Architecture has not provided
links to their terms for you to review.
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To read the document, please select your email provider
below and login to view shared files

Login with Office365
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Enter email
We'll never share your email with anyone else.

Password
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Office365 Other Mail
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Access, share, and
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from anywhere
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OneDrive

Access OneDrive to view shared file.

Go to my OneDrive
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New to Netflix? Sign up now.
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Sign Up
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All in one pay
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Log into Squarespace

S Continue with Google
=
‘ Continue with Apple
=
OR
ﬁ Continue with Facebook
- Continue with Twitter
CAN'T LOG IN?
Secure Login with reCAPTCHA subject to Google

Terms & Privacy
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Sign in to your account
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Password Forgot your password?

Stay signed in for a week

Use single sign-on (S50) instead

Don't have an account? Sign up
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Enter your username and password to securely view and manage your Wells
Fargo accounts online.

Related Information
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-+ Privacy, Security and Legal

Username Password
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Save Username

Other Services

For sword/Us ? nr W O
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