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100 Extremely Convincing 
Fake Login Pages Against 
The Biggest Brands in Tech



Phishing websites, also known as spoofed websites, are a very common deception tactic that attackers now rely on 
to obtain a person’s login credentials to a legitimate website. The operation, commonly known as credential theft 

subsequently takes them to a login page where they will be asked to enter their username and password. Once 
completed, attackers have the information they need to login to a real account and commence with illegal activity, 
such as credit card fraud, data extraction, wire transfers and more.

Why people struggle to identify fake 
websites/login pages

plain sight, inattentional blindness became an internet sensation in 2012 when a video posted asking viewers how 
many white shirted players passed a ball. Intently focused on the task at hand, more than 50% of the viewers failed 
to recognize a woman in a gorilla suit in the middle of the picture.

Recognizing the perils of inattentional blindness, adversaries have begun to see the importance of creating attacks 
that deceive the human brain in addition to defeating technological controls. Yet there are often clear indicators 
within phishing websites that can help people identify fake URLS should they know what to look for.

attempts at trying to lure victims credentials for nefarious purposes.
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