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Prevent Ransomware Attacks
Identify and respond to malware and URL threats, at scale.



Introduction
Ransomware is a major threat to every business. Every single 
day, organizations around the world are having to pause 
operations due to inaccessible encrypted files, and they 
have to decide whether they let the attackers win and pay 
a large ransom to resume their work. However, as common 
as these attacks are, many businesses do not have a plan in 
place to prevent them. 

White Paper: Prevent Ransomware Attacks | 2



Contents
What is Ransomware ..............................................................................4

Breaking Down a Ransomware Attack ............................................4

How Does a Ransomware Attack Work ........................................... 5

Types of Ransomware Attacks ...........................................................6

Examples of Ransomware in the Real World ................................. 7

How To Prevent Ransomware ............................................................8

White Paper: Prevent Ransomware Attacks | 3



What is Ransomware

some form of payment from the victim (almost always in crypto currency) 

of malware, ransomware is often introduced as the payload of a phishing 
campaign, where the attacker tries to get unsuspecting victims to download a 

costs over $84,000 for 
organizations to recover from a single attack.

Breaking Down a Ransomware Attack

Target

Dissemination 
Method

Goal

Impact

Computer
POS Terminal

Phone

Install application

Click link

Secure a payment from 
the victim in return for 

decrypting the hostage 

demanded in the form 
of cryptocurrencies such 

enforcement to track.

Program targets some set 

using the private encryption 
key of the attacker

White Paper: Prevent Ransomware Attacks | 4



How Does a Ransomware Attack Work

important to understand how the different parts of the attack work: 

Target

• 

•  

or friend

Execution and Encryption

• 

• 

• 
encryption key

“Ransom” Demanded

• 

pay to get them decrypted

• The attacker provides a method of payment such 

User Response

• User decides whether or not they want to pay the ransom

• 

• The user can potentially remove the malware with antivirus 

Resolution

•  
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Types of Ransomware Attacks

Scareware

Scareware is a type of malware where the attacker tries to scare or threaten 
the victim into performing some action. When used within a ransomware 

Crypto Ransomware

Crypto ransomware is when the ransomware attack demands payment in a 

so that law enforcement cannot easily track their attacks or determine the true 
identity of the attacker.

Locker Ransomware

Locker ransomware is when the victim is locked out of their device completely 

until the ransom payment is made.
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Examples of Ransomware in the Real World

Now that we have a good understanding of how ransomware works and the 

CryptoLocker, 2013

was targeted at Windows users and encrypted numerous types 

around the world.

WannaCry, 2017

WannaCry was a sophisticated ransomware attack that  

systems that allowed it to propagate itself across computers in  
a network automatically.

losses, and operational expenses.

AIDS Trojan Horse, 1989

to people on a mailing list in Europe. The attack claimed that 
users owed a license fee for running the program and demanded 

The author was eventually arrested. He claims the money was 
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How To Prevent Ransomware

To prevent a ransomware attack, you must understand where the current 
threats and attack vectors lie within your organization, implement advanced 
software systems to detect and remove them, and develop a sophisticated 
incident response program to help resolve ongoing attacks and make plans to 
prevent future ones.

Assess Preparation For Potential Threats

Organizations must understand where their current 

particularly vital to gauge the strength of your email  email 
security stack as well as the savvy of your employees.

Phishing simulations can help proactively detect weaknesses in 
employee understanding of attack types. In addition to running 
simulations to train employees, phishing emulation

Defend Against Future Attacks

Organizations must have a Security Operations (SecOps)  

respond to potential phishing attacks in real time. Further, they 
must have automated incident response systems in place so that 

through the cracks.

Implement Advanced Protection Tools

In an evolving phishing, malware, and ransomware landscape, 
you need real-time tools that analyze and remove the most 
advanced threats instantly.

Traditional protection tools often fail against modern attacks. 

Advanced malware and URL protection and visual learning tools 

detect and prevent evolving threats much faster than manual 
analysis and keep organizations ahead of the attacks.
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IRONSCALES. Copyright 2021.

IRONSCALES is a self-learning email security platform that can 
predict, detect and respond to email threats within seconds.

Email threats are growing exponentially and morphing at scale. 
Each day, billions of new, increasingly sophisticated phishing 
attacks and launched globally. Legacy technologies like security 
email gateways (SEGs) have been shown to allow up to 25% of 
incoming phishing attacks through to their intended targets.

With IRONSCALES, you and your organization are Safer Together 
because of the following:

• Advanced malware/URL protection

• Mailbox-level Business Email Compromise (BEC) protection

• AI-powered Incident Response

• Democratized real-time threat detection

• A virtual security analyst
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